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ABSTRACT 
 

Providing security in group communication is more essential in this new network 

environment. Authentication and Confidentiality are the major concerns in secure group 

communication. Our proposed approach uses an authenticated group key transfer protocol 

that relies on trusted key generation center (KGC). KGC computes group pair for each 

individual and transport the pair of values to all group members in a secured manner. 

Password based authentication mechanism is used to avoid the illegal member access in a 

group Also, the proposed approach facilitates efficient key computation technique such that 

only authorized group members will be able to computer and retrieve the secret key and 

unauthorized members cannot retrieve the key. The proposed algorithm is more efficient and 

relies on NP class. In addition, the distribution of key is also safe and secure. Moreover, the 

pair generated for the computation of key is also very strong since the cryptographic 

techniques are used which provides efficient computation.   
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1. INTRODUCTION 
 

Security in group communication encompasses authentication and confidentiality. To avoid the 

illegal users from accessing the group resources strong mutual authentication between entities 

should be guaranteed. Password-based authentication is extensively used because of its 

simplicity. Authorization provides a specific permission to a particular user on a specified 

resource. Message Authentication and Message Confidentiality are the two important security 

functions considered in most of the secure communication. Message Authentication ensures the 

sender that the message was sent by a specified sender and the message was not altered anywhere 

in the transmission path. Message confidentiality ensures that the sender confidential data can be 
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read only by an authorized and intended receiver. Hence, the confidential data is secured in an 

efficient way which is not tampered by unauthorized users.  

 

To provide a secure group communication, it is necessary to manage the keys for creating, 

updating and distribution. Moreover, before exchanging the confidential data, the key 

establishment protocol has to distribute the group key to all participating entities in a secured and 

effective manner. The two important types of key establishment protocols are namely key transfer 

protocols and key agreement protocols. Key transfer protocols rely on KGC to select group key 

for communicating information with the group members by sharing one or more secret key 

during registration. But in key agreement protocols, the group key is determined by exchanging 

public keys of two communication parties with the presence of communication entities.  

 

The most commonly used key agreement protocol is Diffie-Hellman (DH) key agreement 

protocol [4]. However, the Diffie Hellman key distribution algorithm can provide secret key only 

for two entities, and cannot provide secret keys for the group that has more than two members. 

When there are a more number of members in a group the time delay for setting up the group key 

will take longer time. Hence, it is necessary to propose a new technique to avoid this type of 

constraints in group communication. In this proposed work, group communication applications 

will make use of key transfer protocol to transmit data to all the group members with the 

minimum resources needed for this group communication. 

 

In this work, a cryptographic technique for secure key distribution and key management in the 

group environment is proposed. The algorithms are analyzed with suitable samples. The 

remaining paper is organized as follows. Chapter 2 surveys about the existing work in this area. 

Chapter 3 explores the proposed work and the implementation details. Chapter 4 and Chapter 5 

analyzes and discusses the results obtained from the work. Chapter 6 discuss about the security 

analysis. Chapter 7 concludes the proposed and implemented work and suggested some possible 

enhancements.  

 

2. LITERATURE SURVEY 
 

There are many works pertaining to the secure Group Communication and that have been carried 

out, but some of the important works has been surveyed and cited here. Among them, Mike 

Burmester and Yvo Desmedt [3] presented a Group Key Exchange protocol which extends the 

Diffie-Hellman protocol [2]. The protocol is scalable and secure against passive attacks. But, 

Diffie Hellman public key distribution algorithm is able to provide group key only for two 

entities. Bohli [4] developed a framework for robust group key agreement that provides security 

against malicious insiders and active adversaries in an unauthenticated point-to-point network. 

Bresson et al. [13] constructed a generic authenticated group Diffie-Hellman key exchange 

algorithm which is more secure. Katz and Yung [5] proposed the first constant-round and fully 

scalable group Diffie-Hellman protocol which is provably secure. There are many other works 

related to group key management protocols based on non-DH key agreement approaches. Among 

them, Tzeng [9] presented a conference key agreement protocol that relies on discrete algorithm 

assumption with fault tolerance. This protocol establishes a conference key even if there is 

several numbers of malicious participants in the conference. Hence, this method is not suitable 

for group communication.  

 

Moreover, in a centralized group key management, there is only one trusted entity responsible for 

managing the entire group. Hence, the group controller need not depend on any auxiliary entity to 

perform key distribution. Harney et al. [10] proposed a group key management protocol that 

requires O(n) where n is the size of group, for encrypting and update a group key when a user is 

evicted or added in backward and forward secrecy.  
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Eltoweissy et al.[6] developed a protocol based on Exclusion Basis Systems (EBS), a 

combinatory formulation for the group key management problem. Lein Harn and Changlu Lin [1] 

introduced a group key transfer protocol where members of the group fully rely on Key 

Generation Center (KGC). They proposed an authenticated key transfer protocol based on secret 

sharing scheme that KGC can broadcast group key information to all group members at once. 

Chin-Yin Lee et al. [7] addressed the security issues and drawback associated with existing group 

key establishment protocols. They have also used secret sharing scheme to propose a secure key 

transfer protocol to exclude impersonators from accessing the group communication. Their 

protocol can resist potential attack and also reduce the overhead of system implementation. 

Burmester et.al [11] has presented a practical conference key distribution systems based on 

public-keys and also authenticates the users.   

 

3. PROPOSED WORK  
 

Based on the above survey in this secure group communication, it is necessary to propose a new 

model to solve the identified issues. The proposed model consists of four processes namely the 

User Registration, Group key generation based on prime numbers, Key generation and Key 

distribution, Group re-keying. The four main processes are explained as below. 

  

3.1. User Registration 
 

This module explains the process of User Registration. Each user has to register their identity at 

KGC for subscribing the key distribution service. While legitimate entities register to KGC, the 

encrypted hash value of their password is stored in the authentication server. Hence, this 

approach initially authenticates the user by matching its encrypted hash value with that of the 

stored value. The hash value of the password is calculated using Message Digest (MD5) 

algorithm and the encrypted password is stored in the authentication file. KGC keeps track of all 

registered users and removes any unsubscribed users in the group. During registration process, 

each user mi is required to share a random secret value Si with the KGC. Once user registration 

process is completed, KGC assigns a permanent secret id, denoted by Pi for each member mi in 

the group 

 

3.2. Group Key Generation and Distribution 
 

Whenever there is a group of users participating in a group communication, the Key Generation 

Center (KGC) will select a random group key K > (Pi ⊕  Si) for all i of Group G and computes 

the message (Xi, Yi) pairs in the following manner.  
 

 Xi = K / (Pi ⊕  Si)      (1) 

 Yi = K mod (Pi ⊕  Si)      (2) 

 

Once the pair is generated, KGC published (Xi, Yi). From this public information, each group 

member mi can able to retrieve the key by computing 

 

 K = Xi * (P1 ⊕  S1) + Yi      (3) 

 

Only authorized member can able to retrieve the hidden key using this pair (Xi, Yi).  

 

3.3   Group Re-keying 
 

Scalable group re-keying is the important task to be performed when user joins or leaves the 

group in the secure group communication. The group keys needs to be updated to maintain the 
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forward and backward secrecy. To achieve this, the two important tasks namely members join 

and members leave operation is performed.  
 

3.3.1  Member Join 
 

When a member wants to join the system, the new member will register with the KGC. KGC will 

share a prime number Pn+1 and the member will provide the secret id Sn+1 where K >(Pn+1 ⊕  Sn+1). 

KGC generates the new pair of values (Xi, Yi) by using equation (1) and (2). After receiving the 

(Xi, Yi) pairs, the newly joined member can use the prime number along with his secret id to 

derive the key K from equation (3).  

 

3.3.2  Member Leave 
 

When a member leaves the system, the member should inform to the KGC. Now KGC generates 

a new group key as follows. Step 1. KGC selects a new prime number K’ (where K’ > (P1 ⊕  S1) 

for all i).  
 

Step 2. New pair of values (Xi, Yi) are generated with the new Key K and distribute it to all the 

group members.  

 
Fig 1.  Process of Key Generation 
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4. EXPERIMENTAL SETUP  
 

The proposed password based authenticated system is tested with five valid and five invalid 

users. Each of the five valid users has their own username and password. Initially, the users have 

created their username and password (Table 1). The authentication server stores the encrypted 

hash values of the passwords. As the hash values of the passwords are different it ensures 

uniqueness. 

 

For key generation and key extraction mechanism, we considered a group with M=3 members. 

Member1 has permanent secret id (Prime), P1=55837, Member2 has P2=55603, Member3 has 

P3=35353, and key K= 65585. 

 

The secret shared by each users are S1=28931, S2=37123, S3=12347. By applying equation (1) 

of the pair generation by KGC, we generated the pair as 
 

X1 = K / (P1 ⊕  S1) i.e 65585 / (55837 ⊕  28931) = 1 

Y1 = K mod (P1 ⊕  S1)  i.e 65585 mod (55837 ⊕  28931) = 21779 

 

X2 = K / (P2 ⊕  S2)  i.e 65585 / (55603 ⊕  37123) = 3 

Y2 = K mod (P2 ⊕  S2)  i.e 65585 mod (55603 ⊕  37123) = 10145 

 

X3 = K / (P3 ⊕  S3)  i.e 65585 / (35353 ⊕  12347) = 1 

Y3 = K mod (P3 ⊕  S3)  i.e 65585 mod (35353 ⊕  12347) = 17935 

 

The generated pairs for the three members are (1, 21779), (3, 10145), (1, 17935). These pairs are 

distributed to each member of the group. After receiving this message each member in the group 

computes the key by using its pair as follows. 

 

K1 = X1 * (P1 ⊕  S1) + Y1    i.e., 1 * 43806 + 21779 = 65585 

K2 = X2 * (P2 ⊕  S2) + Y2    i.e., 3 * 18480 + 10145 = 65585 

K3 = X3 * (P3 ⊕  S3) + Y1    i.e., 1 * 47650 + 17935 = 65585 

 

We have taken K (Key) sizes as 64,128, 512, 1024 bits and the value of S (prime) has been taken 

has 64, 128, 512 and 1024 bits. When a non-group member Mk attempts to compute the group 

key with a unknown value pair it will not be able to retrieve the correct key.  

 

5. PERFORMANCE ANALYSIS  
 

The performance analysis for the password based authenticated module is analyzed with respect 

to the number of valid and invalid users. The analysis of the work has been done under the 

following heads 
 

5.1  Md5 Analysis 
 

The probability of two messages having the same message digest is on the order of 2^64 

operations. The probability of coming up with any message having a given message digest is on 

the order of 2^128 operations. This ensures uniqueness of the message digest. 

 

5.2  Replay Attack 
 

Usually replay attack is called as ‘man in the middle’ attack. Adversary stays in between the user 

and the file and hacks the user credentials when the user contacts file. As key matching between 
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the users is checked before file transfer and the information is encrypted before transfer, the 

probability of this attack is minimized. 
 

Table 1.  Authentication files with unique hash value passwords 

 

 
 

 

 

 

 

 

 

 

5.3   Guessing Attack 
 

Guessing attack is nothing but the adversaries just contacts the files byrandomly guessed 

credentials. The effective possibility to overcome this attack is to choose the password by 

maximum possible characters, so that the probability of guessing the correct password can be 

reduced. As the proposed approach uses random generation of key, it is more difficult to guess 

the password. 
 

5.4   Stolen Verifier Attacks 
 

Instead of storing the original password, the verifier of the password is stored. As the encrypted 

hash value of the password is stored, the proposed protocol is also more robust against the attack. 

 

6. SECURITY ANALYSIS  
 

Given K , P and S, it is easy to compute 

X= K / (P1 ⊕  S1) and Y= K mod (P1 ⊕  S1). 

 

But given X and Y it is very difficult to compute K, in polynomial time, without knowing P and S 

such that K = X * (P1 ⊕  S1) + Y, and it is NP hard for large size of K. Even if several pairs (Xi, 

Yi) are known, it is very difficult to compute K, unless the corresponding Pi’s and Si’s are known.  

 

Suppose, 

 

K = X1 * (P1 ⊕  S1) + Y1 (P1 and S1 not known)     (1) 

K = X2 * (P2 ⊕  S2) + Y2 (P2 and S2 not known)     (2) 

K = X3 * (P3 ⊕  S3) + Y3 (P3 and S3 not known)     (3) 

K = X4 * (P4 ⊕  S4) + Y4 (P4 and S4 not known)     (4) 

 

From the first of two equations, we get 

 

X1 * (P1 ⊕  S1) + Y1 = X2 * (P2 ⊕  S2) + Y2  

X1 * (P1 ⊕  S1) - X2 * (P2 ⊕  S2) = Y2 – Y1 (say Y2> Y1) 

 

X1 * (P1 ⊕  S1) – X2 * ((P1 ⊕ S1) + R1) = C1   

Where (Y2 – Y1 = C1, (P2 ⊕  S2) = (P1 ⊕  S1) + R1) 

 

(X1 – X2) (P1 ⊕  S1) - X2R1 = C1       (5) 

 

S.no Username Password Hash Value 

1 user1 admin 4c56ff4ce4aaf9573aa5dff913df913d 

2 user2 Test2 Dfg45f4ce4aaf9573aa5dff913df913e 

3 user3 test5 dddd6ffsdfdfdffffff913df997art567fg 

4 user4 test8 4c56ff4ce4aaf9573aa5dff913df913d 

5 user5 test10 sfggce4aaf9573aa5dff913df913fget 
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Similarly from 1 and 3, we get 

(X1 – X3) (P1 ⊕  S1)  – X3R2 = C2      (6) 

From 2 and 3, we get 

(X2 - X3) (P2 ⊕  S2)  – X3R3 = C3 

(X2 - X3) ((P1 ⊕ S1) + R1) – X3R3 = C3 

(X2 – X3) (P1 ⊕  S1) + (X2 – X3) R1-X3R3 = C3     (7) 

 

Thus, there only 3 equations (5 – 7) to determine 5 unknowns (R1, R2, R3, P1 and S1), Therefore 

one of the values R1, or R2 or R3 or P1 or S1will be left arbitrary, hence the value of K cannot be 

determined easily and correctly. 

 

The strength of the RSA algorithm relies on the fact that the given M (product of two large prime 

numbers), it is not possible to find the two factors in polynomial time (It is NP-hard). In our 

algorithm, we have more complex message M, than what is used in RSA algorithm. Therefore, it 

is very difficult to find any of the prime numbers P1, P2,.., Pn is NP-hard. Thus the Key K is 

more secure and safe preventing it from man-in-the-middle attack and brute-force attack. To 

maintain secrecy, KGC generates a new pair message and broadcast it everytime when a member 

leaves the system.  
 

7. CONCLUSION AND FUTURE ENHANCEMENT 
 

Key transfer protocol relies on a trusted Key Generation Center (KGC) to select group key and to 

distribute group keys to all group members in a secret manner. KGC assign a large prime number 

to each member in the group. Our proposed algorithm is efficient both in terms of message 

generation and key extraction. In future, we wish to implement our design for communication in 

dynamic and hierarchical groups. Also we wish to compare our algorithm with the dual-level key 

management for secure group communication.  
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