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ABSTRACT

Fault tolerance and data security are two important issues in modern communication systems.
In this paper, we propose a secure and efficient digital signature scheme with fault tolerance
based on the improved RSA system. The proposed scheme for the RSA cryptosystem contains
three prime numbers and overcome several attacks possible on RSA. By using the Chinese
Reminder Theorem (CRT) the proposed scheme has a speed improvement on the RSA decryption
side and it provides high security also.
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1. INTRODUCTION

Digital signature schemes with fault tolerance make it possible for error detections and
corrections during the processes of data computations and transmissions. Recently, Zhang, in
1999 [1] Lee and Tsai, in 2003[2] have respectively proposed two efficient fault-tolerant schemes
based on the RSA cryptosystem. Both of them can efficiently check the sender’s identity and
keep the confidentiality of the transmitted document. Furthermore, they can detect the errors and
correct them. However, these schemes have a common weakness in security, that is, different
messages may easily be computed that have the same signature. Thus, a valid signature could be
reused in another document.

The vulnerability of Zhang’s scheme was pointed out by Iuon-Chang Lei et. Al [3], i.e. a
pernicious client could produce an alternate message with the same signature by permuting the
rows or columns in the original message matrix X. They suggested a new method; this is certainly
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improved of Zhang’s scheme in which the original message matrix is multiplied by two prime
matrices with the same length of the original message. Next for the resulting matrix hash value is
calculated to determine which digital signature it is. Afterwards, the checksum calculated for
each row and column is inserted at the end of the original matrix. The hash value is appended to
the last position of the matrix. The resulting (m+1) x (n+1) matrix is converted into ciphertext
and sent to the desired user. They showed that a pernicious client cannot forge a valid message
with the same signature by permuting the rows and columns in the matrix.

In 2013, Shreenath Acharya, Sunaina Kotekar and Seema S Joshi [4] have improved the
mechanism of Iuon-Chang Lei et. Al with providing extra security by making use of transpose
matrix based on the RSA. If a malicious looks into the message he will find it difficult to
understand or calculate checksum/ hash value, thus it will confuse the malicious. To keep the
confidentiality of the data that transfers over a public network R. Rivest et. al [5] have proposed
RSA technique as a public key cryptosystems. According to the proposed scheme, the sender can
use the receiver’s public key to encrypt a message and the receiver can use his secret key to
decrypt the encrypted message. Also, they conveyed that a message can be signed with the secret
key of the sender and the signature can be verified by any receiver using the sender’s public key.
As a result the RSA technique is useful in keeping the confidentiality of the transmitted message,
verifying the integrity of the received message, and to prove the sender’s identity.

In 2014, [6] Nikita Somani and Dharmendra Mangal have proposed a new security scheme for
the RSA cryptosystem contains three prime numbers and overcome several attacks possible on
RSA. The new scheme has a speed improvement on the RSA decryption side by using the
Chinese Reminder Theorem (CRT). This paper addresses a secure and efficient digital signature
scheme with fault tolerance based on the improved RSA system. The remaining parts of this
paper are organized as follows: In Section 2, we elaborate Improved of Zhang’s scheme. Next,
we discuss the improved of the standard RSA in Section 3. In Section 4, we proposed our
scheme. We analyze the security properties and common attacks of our proposed scheme in
Section 5. Finally, in Section 6, we give our conclusion.

2. IMPROVED VERSION OF ZHANG’S SCHEME

Improved version of Zhang’s digital signature scheme [4] with fault tolerance is based on the
RSA cryptography. In the RSA cryptography, each user provides a public key (e, N) and a
secret key d, where N is the product of two large prime numbers p and ¢ such that N = p X q,
and the public key e and secret key d must satisfy the equation d = e~ 1(p — 1)(q — 1). Let
(e4,Ny) and (e, Ng) be the public keys of user A and user B, d4 and dp are their secret keys.
Moreover, assume N4 # Np and the length of N4 and Ny are the same for simplification. An
improved algorithm is as shown. Here the original message matrix is not directly encrypted. But
the transpose of the message matrix is taken and then encrypted. As observed in the result part
though anyone tries to decrypt the message it is not the clear message line by line. Suppose that
user B wants to send a message X to user A,

Algorithm 1:

Stepl: User B sends an nxm message matrix to X user A:
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X11  X12 X1m

X X X
X = ?1 ?2 Z:m

Xn1 Xn2 Xnm

Where x;;,1 <i<n,1<j<m,isamessage block which has the same length as N, and Ng

Step 2: Now we take the transpose of the original matrix:

ti1 ti2 .. tin X11 X211  w. Xpq
7= tar ta2 ton | _ [ X12 X22 = Xn2
th1 tm2 . thn X1m X2m Xnm

Step 3: User B then creates two prime number matrix P and Q as follows:

b1 P2 ... p, 9@ 91 .. q
p=(mm r ) L es(T o v @
P1 P2 .. p, Adm dm .. Qqn

Where matrix P and Q both have the same dimensions with the message matrix T, which is a
(m x n) matrix.

Step 4: The sender B computes a new message matrix X which is the entry-wise product of the
matrix T, P and Q:

t11 tiz o tip\ /P11 P2 oo P\ /D1 D1 .. qq

Fo|ter tzz v lon |[P1 P2 Pu|[d2 92 ™ G2
tn.n tr.nz tmn P1 P2 .. p, A9m 9dm .. Qqnm
t11 XP1 X q1 tiz X P2 Xqy tin X Pn X qm

b1 Xp1 X q2

tm1 X P1 X qm

?11 §12
—[ ta1 ta2
Eml fmz

tr2 X P2 X Q3

tm2 X P2 X qm

Ein

t2n

tmn

th X Pn X dm

Step 5: For the message matrix T, the sender B now constructs an (n+1)*(m+1) matrix T}, as

follows:

Th

Where,

/511 ti2
ta1 T2

\fml Emo
T, T,

fln Tl\
ton T, |

Emn Tm /
T, h
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n m
T; =l_[tij*pijdNB,f0T1 <i<m, T] =1_[tij*Qim0dNB;f0T1San and
j=1 i=1
n m
n=]] (ﬂ t,; mod NB> mod Ny
j=1 \i=1
Step 6: The sender B computes an (n+1)*(m+1) ciphered matrix as follows:
/ €11 €12 .. Cig Cl\
€21 €22 Con Cy
Ch =| + &+ = i
Cn1i Cm2 - Cmn Cm
Cl CZ b Cn hC

Where,

cij = §;*4mod Ny, C; = T;*mod Ny,  C; = T;mod Ny, h, = h%mod Ny
1<i<nl<j<m

, for all

Note that T; and T; are the checksums and C; and (; are the ciphered checksums.

Step 7: The receiver A uses his/her secret key d, to decrypt Cy, and obtains decrypted message as

follows:
/ §11 {12 §1n T1\
B ta1 taz " lon T,
To =| ¢+ = ™~ & i
\tr_nl r_n2 tlnn Tm/
n T, = Tn h
Step 8: Now the receiver A verify the checksum to check the following:

n

~

Tizﬂfij*pjmodNB,forlﬁiSm
j=1
m

szl_[fij*qimOdNB,forlﬁan
i=1

n m
h= 1_[ (l_[ t;j mod NB.) mod Npg
j=1 \i=1

If the verifications are positive, then the receiver believes that the message was not altered during
the transmission. Otherwise, there are some errors in the decrypted message.

Step 9: Then user A can detect the error by the following two equations
n

qutl_[fij*pjmodNB,forlSiSm
j=1
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m
T, ;tl_[fij*qimodNB,forl <j<n
i=1
Assuming that the error occurs in the message block t; then, user A can correct the error by
computing one of the following equations:

-1
n

fkl = Tk X 1_[ Ek] mod NB
j=1,j#1
n -1
Ekl = Tl X < 1_[ Eil ) mod NB
i=1i*k
Step 10: The receiver A takes the transpose of the matrix which will result in message as follows:
§11 §21 §m1 X11 X12 . Xim
X, =tz te tmz | = [ Y21 X22 " Xom
tin ton o tmn Xn1 Xnz .. Xnm

3. IMPROVEMENTS OVER THE STANDARD RSA

The improved RSA scheme provides an enhancement of the Hamami and Aldariseh [7] method
by improving the speed on the RSA decryption side and also provides the security by avoiding
some attacks possible on RSA. If the same message is encrypted more than one time it will look
different every time by using the random number k. The general idea of the improved scheme is
to use the Key generation algorithm of Hamami and Aldariseh method and proposed a scheme for
encryption and decryption algorithm. The existence of three prime numbers, the difficulty of
analysis of variable n must be increases and the key generation time must be reduces. The
algorithm for the proposed scheme is as follows:

3.1 Key Generation for Improved RSA Scheme
To generate the key using three prime numbers, user B should do the following:

a) Generate three large prime numbers p, g, and s.

b) Calculaten =p X g xs and e(n) = (p—1)(q— D(s—1).

¢) Select e such that (e, ¢(n))are relatively co-prime.

d) Get the value of d by using ed mod ¢(n) = 1.

e) Findd, = d mod(p — 1),d; = d mod(q — 1), ds = dmod(s — 1).
f) Public Key K;, < e,n > and Private Key K, < d,p,q,s,d,, dg4, ds >.

3.2 Encryption Algorithm

To encrypt the message M user A should do the following:
User A should obtained the public key of user B <e, n>

a) Represent the message M as an integer form in interval [0 to n-1].
b) Select k as a random integer GCD (k,n) = 1 and 1<k <n-1.
¢) Compute C1=k® mod n.
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d) Compute C2=M®k mod n.
e) Send the cipher text values (C1, C2) to user A

3.3 Decryption Algorithm

On decryption process the concept of RSA is used with CRT. To recover the message from
cipher text C2 user A should do the following:

a) Calculate C,, = C1modp, C;,=Clmodq, Cs =Clmods and then calculate
ky, = dep mod p, kg, = quq mod q and ks = C;% mod s.

b) By using the formula calculate k
k=[ky.(qgs)PVmodn+ ky (ps) Y modn + k. (pq)~Y mod n].

¢) By using the Euclidean algorithm, calculate the value of the unique integer
t*kmodn=1 and I<t<n.

d) Then compute M€, C2*t = (M®.k)*t = (M) k*t = M® mod n.

e) For getting the value of message M should do the following steps
First calculate Cp = M¢ mod p, Cq = M® mod q,C; = M® mod s and then calculate
M, = C'p mod p, M, = C'q mod q ,M; = C; mod s.

f) Finally, recover the message M by using the following formula:
M =[M,.(gs)P Y mod n+ M,.(ps)9 Y modn+ M. (pq)*~ mod n].

4. PROPOSED SCHEME

We propose a secure and efficient digital signature scheme with fault tolerance based on the
improved RSA system. In the RSA cryptography, each user provides a public key (e, N) and a
secret key d, where N is the product of three large prime numbers p, g and s such that N = p X
q X s, and the public key e and secret key d must satisfy the equationd = e~ *(p — 1)(q —

1)(s — 1).

Algorithm 2:

Step 1to5: Same as Algorithm 1

Step 6: Compute the following ciphertext matrix:
a) Select k as a random integer GCD(k,Ng) = 1and 1<k<Np —1.
b) Compute C1 =k® mod Ny .
¢) Compute C2 = Tj,°4k mod Ny .

€11 C12 Cin €1
€21 C22 Con C2
C2 = : : : ol xk
Cm1 Cm2 Cmn Cm
(%] C2 cn he

Where,
¢ij = t;° mod Ny, C; = T;4mod Ny, C; = T;4 mod Ny, h. = h%®mod Np,
forall 1<i<nl1<j<m
d) Send the cipher text values (C1, C2) to user A
Step 7: To recover the message T}, from cipher text C2 user A should do the following:

a) Calculate C,, = C1modp, C;=Clmodgq, Cs=C1mods and then calculate
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ky, = dep mod p, k, = quq mod q and ks = Csds mod s.

b) By using the formula calculate k
k = [kp.(qs)P D mod Ny + ky.(ps) 9V mod Ny + ks.(pq)™ mod N ].

c) By using the Euclidean algorithm, calculate the value of the unique integer t, ¢ *
kmod Ny =1 and I<t<N,.

d) Then compute T, %4, C2*t = (T}, °A.k)*t = (T ®4) k*t = T,°A mod Ny .

e) For getting the value of message M should do the following steps
First calculate C, = T,®4 mod p, C; = Tp*4 mod q, C;s = T, mod s and then calculate
T, = Cp mod p, T, = Cq mod q,T, = C; mod s.

f) Finally, recover the message T, by using the following formula:
Th = [Ty (q5)P™Y mod Ny + Tp. (ps) 9"V modN, + Ts. (pq) ™Y mod N,].

/fn tiz . tin 7_”1\
21 T o tan T,
T =| ¢+ &+ "~ & i
\tr_nl tr_nZ tlnn Tm/
i T, = Tn h

Step 8: Now the receiver A verify the checksum to check the following:

n

Ti:l_[fij*pjmodNB,forlsiSm

T}:ﬂfij*qimodNB,forlstn

n m
h= 1_[ (1_[ £;; mod NB> mod Ng

j=1 \i=1
If the verifications are positive, then the receiver believes that the message was not altered during
the transmission.

Step 9: The receiver A takes the transpose of the matrix which will result in message as follows:

ti1 t21 tm1 X11 X12 .. Xip
=tz ta2 tma | — | X¥21 %22 ™ Xom
Eln EZTL Emn fnl fnZ Jznm

5. SECURITY ANALYSIS

The proposed scheme further provides extra security and speed improvements by making use of
transpose matrix and improve the decryption side of RSA. If an intruder appearance into the
message he can realize it difficult to know or calculate checksum/ hash value therefore it'll
confuse the intruder. Hence this is often a really smart solution for eavesdropping drawback.
Next, we show that our scheme is heuristically secured by considering the following attacks [8].
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Common Modulus Attack: The common modulus attack (CMA) [8] can be occurred by using
the same modulus n, when the same message X is encrypted twice and by that attack one can
retrieve the message X algorithm. The CMA is applicable in Iuon-Chang Lei et. al [3] scheme
method because it uses the encryption and decryption as same as original RSA. In the proposed
scheme using a unique integer k by that there are two cipheretext generated and it appears to be
impractical to apply that attack on proposed scheme.

Chosen Cipher Text Attack: Chosen-cipher text attack (CCA) [9] is possible in RSA due to the
multiplicative property of the modular arithmetic [10] following by RSA. That means product of
the two cipher texts is equal to the encryption of the product of the corresponding plaintexts. The
CCA is applicable in both original RSA algorithm, and in the proposed one, but by applying
CCA on the proposed scheme for getting the value of message X, it appears to be complex and
more time consuming as compared to the original RSA algorithm.

Timing Attack: An attacker can determine the value of the private key by maintaining the track
of how much time a computer takes to decrypt the encrypted message this because of Timing
attack that occurs at RSA implementation Kocher [11]. Timing attack is applicable in majority
digital signature fault tolerant schemes based on original RSA algorithm because by measuring
the time for encryption and decryption, and time for key generation one can determine the value
of the secrete key exponent d, but in the proposed scheme by using a random unique integer k in
both the encryption and decryption process makes it difficult to distinguish between the time for
public key e or private key d and the time for k.

Known Plain-Text Attack: If the attacker has known some quantity of plaintext and
corresponding ciphertext, this will refer to known-plaintext attack [12]. The known-plaintext
attack deals with the some known plaintext corresponding to the ciphertext and it is applicable in
the digital signature with fault tolerance based on the original RSA algorithm. But it seems to be
impractical in the proposed scheme because here, generating the two ciphertexts for the one
particular plaintext and if it is applicable to the proposed scheme, it is very difficult to get the
value of particular plaintext by applying these attacks.

6. CONCLUSION

The proposed scheme described in the paper is an attempt to provide a speed improvement on the
decryption side of digital signature scheme fault tolerance based on improving the RSA algorithm
using the concept of the Chinese remainder theorem. The algorithm for the proposed scheme can
protect us from several common attacks. Further, it provides extra security measures by making
use of transpose matrix of the original message.
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