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ABSTRACT

In venues where there are restricted access areas, access control systems that work by entering
a code or with some extra element such as a card are used. This paper proposes an access
control system based on controlling each restricted area using a Raspberry Pi with an NFC
reader, in addition to using Android smartphones emulating an NFC tag as an identification
method thanks to an application for these devices. The management of the system is performed
through a web panel that also allows to view all the data. Moreover, the system is based on the
role access control model. In order to protect the information exchanged between the different
elements of the system, security mechanisms are used.
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1. INTRODUCTION

For many years, physical security in different environments has been a matter of concern for
people, and different alternatives have been sought to prevent the entry of unwanted people into
certain places, such as homes, businesses or restricted areas within a building. With this aim,
alarms and video surveillance systems have been installed in the most exposed places. If apart
from detecting the intrusion of someone in an area, we want to prevent someone from entering, or
that even some people can enter and not according to which zone, we talk about access control
systems.

In large venues where there is a large number of people, like airports, it is not feasible to use
simple keys to access the different areas, either because of the great number of copies of keys that
would be circulating or because of the time it would take to request them. Therefore, access
control systems are used in these places, which may have different methods of identification, such
as the introduction of a number code, or even the introduction of a card in a reader. Another
advantage of the access control system is to have a log with all access attempts, whether they
have been allowed or not to pass.

In order to improve the current access control systems, this paper proposes a system based on the
use of a Raspberry Pi for the control of each area and connected with a server that provides them
with the necessary information about the access permissions that the users have in real time, each
time a user tries to enter an area. In addition, the system is complemented by the use of Android
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smartphones as an identification device in each zone thanks to the NFC Host-based Card
Emulation (HCE) mode [1], available for Android devices with version 4.4 or higher, and also
thanks to an NFC reader that incorporates each Raspberry Pi.

The next section shows some related works. The details of the system architecture are explained
in Section 3. Section 4 describes the designed applications while Section 5 exposes the security
mechanisms used to protect the information exchanged between the elements of the system.
Finally, a short conclusion closes the paper.

2. RELATED WORKS

Apart from access control systems that can be found in stores, there are different works that
address this issue in order to try to design a good access control system with low-cost and usable.
One of the trends that currently exists is to use low-cost minicomputers, such as Raspberry Pi or
Arduino, to create small access control systems that can be installed in homes. In [2], the authors
propose an access control system in which a Raspberry Pi is used to control the access to a house
via the Internet, with the ability to view who wants to enter thanks to a camera and also to send a
message through a small screen. In [3], a system security with Raspberry Pi has been designed,
which is based on image recognition with extra functionalities, such as sending intrusion e-mails
to the nearby police department or sending notifications via SMS. There are also works about
access control that use an Arduino board with an NFC reader that allows reading NFC tags with
the access credentials needed to access a zone [4] or even replace these tags with Android
smartphones that are able to simulate an NFC card [5]. The NFC cards emulation on Android
mobile phones [6] [7] is also a topic studied by different authors because of the advantages of
being able to leave the cards at home and do different operations simply swiping the mobile
phone to the reader, or even with an NFC-enabled smartwatch.

In access control systems, it is possible to use different identification methods. These methods
can be classified into 3 groups: identification using something that is known, identification
through something that is, identification using something that you have. The identification using
something that is known is the most used method, since the passwords are in this group. In the
second group, identification through something that is, fingerprint identification [8], identification
using facial recognition [9] and identification based on iris analysis [10] are included. In the
identification using something that you have is where the identification using NFC [11] cards fits
in. To make a system stronger, it is possible to combine two identification methods of two
different groups, for example the use of an NFC card together with the fingerprint. Authentication
with NFC is also studied in some works [12] [13].

3. DESCRIPTION OF THE SYSTEM

The designed system is composed of some elements. The interconnection between them is in Fig.
1. The connection between the user's smartphones and the server is through the Internet, and the
connection between the server and each Raspberry Pi is through Ethernet, or even through a
Wireless LAN connection in areas without LAN connection.

The server is the centre element and is the brain of the system. It contains all the data needed to
manage the access to the restricted areas, and the web panel of management is lodged in it. This
element is connected with the other elements of the system in order to give them the necessary
information.
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Figure 1. System architecture scheme

Another essential element of the designed access control system is what we will call area control
subsystem, because it is composed of different elements managed by a Raspberry Pi. In each
restricted area, there will be an area control subsystem. This subsystem consists of a Raspberry Pi
together with an NFC reader (MFRC522), a 16x2 LCD display to indicate some information to
the users, a green LED to indicate that access has been allowed and a red LED to indicate
otherwise, a camera to capture images of people who have accessed the different areas, and a
relay that allows the connection of the Raspberry Pi with the door opening system of the
controlled area. In Fig. 2, the connection scheme of the Raspberry Pi with the different elements
that make up the area control subsystem is shown.
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Figure 2. Raspberry Pi connection scheme
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The last point of the system is composed of the users' own mobile phones. These Android
smartphones are NFC-enabled and they have a version of Android 4.4 or higher, from which the
NFC Host-based Card Emulation (HCE) tag emulation mode is available, which allows to
emulate an NFC tag on the mobile device, so by bringing the phone closer to an NFC reader, the
user requests to access an area. To do this, each of these phones will have an application installed
that allows you to connect to the system server to gather the necessary information and then to be
able to be identified in each restricted area.

3.1. Role access control model

To improve the granting of permissions, the system is based on the roles access control model
[14], in which permissions are not granted to each user, but assigned to a role, and then roles are
assigned to system users.

This is an advantage, since it is not necessary to manually assign the permissions to each user, so
that if a series of permissions are repeated for several users, they are only assigned once to a role,
and then the created role is assigned to the corresponding users. In addition, it is possible to
assign several roles to a user, so it is not necessary to modify a role that affects several users, but
you can create a new one that will be complemented with those already assigned.

To avoid permissions conflicts, in the designed system permissions are not denied, because by
default users do not have any permissions. In this way, when assigning several roles to a user the
system does not have to decide whether to allow or deny an access, since all of them would be
positive permissions.

4. APPLICATIONS

Three applications have been designed to make up the system: server application, Raspberry Pi
application, and Android application.

The web application hosted on the server is in charge of the control of the system, and could be
divided into two parts. On the one hand, there is the application in charge of communications
with other elements of the system to provide them with the information they need at any time,
especially the information of permissions of users each time an access attempt occurs. On the
other hand, there is the web panel that allows administrators to perform different system
configurations (user creation, role creation, role and permissions assignment) and monitor the
access attempts of each area.

The application of Raspberry Pi is responsible for making the communication with the server
every time a user approaches his mobile phone to try to access a controlled area. In that
communication, it queries if said user has permission to access said zone. It is also responsible for
operating the NFC reader, opening the door if necessary and controlling the other elements that
are connected.

The application installed in the mobile phones of the users is responsible for establishing NFC
communication with the Raspberry Pi of each controlled area. In addition, it connects to the
server through an Internet connection to request the access credentials that are sent through NFC
when a user tries to access a restricted zone. For security reasons, NFC communication only
occurs if the device is unlocked, preventing another person from accessing an unauthorized area
using a third-party phone. Through this application it is also possible to view your own access
logs.
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4.1. Operation

The typical operation mode is divided into several steps (see Fig. 3):
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From the management web panel, users must be created in the system so that they can get
identification data from their Android mobile phones.

To assign corresponding permissions to the users created previously. On the one hand,
permissions to enter the web panel for reading data or even to modify it will be assigned,
and on the other hand restricted areas access permissions will be assigned. The
permissions assignment is based on the role access control model previously mentioned.

In the Android application, every user must introduce their username and password to get
the identification data and to be able to use the system.

The mobile phone is set in emulation tag mode and is ready to establish a communication
with the NFC readers of each area.

Swiping the smartphone by an NFC reader, the system checks if the user has permission
to access the corresponding area.

The door is opened if the user is authorized.

The access attempt is registered and saved in database whether the user could access or
not to the restricted area. The data recorded on each attempt are: date and time, user,
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Figure 3. Operation mode

5.SECURITY

An access control system is a platform dedicated to the physical security of a venue, so the logical
security is an essential part of the system. For this reason, the corresponding security mechanisms
are used to protect each part of the designed system. In Fig. 4 the mechanisms chosen in each part
are shown.
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First, the communications between the server and the web application that manages and monitors
the system, are protected by the use of HTTPS. This protocol is also used to protect the exchange
of information between the server and the Raspberry Pi of each restricted area.

On the other hand, is the information that is sent between the server and the mobile application,
generally to request to the server the identification data for the access control system. That
information is encrypted with 256-bit Advanced Encryption Standard (AES) in Cipher Block
Chaining (CBC) mode. In addition, the encryption key used in AES is previously agreed between
the server and the smartphone using the Elliptic Curve Diffie-Hellman (ECDH) key agreement
algorithm. This agreement is carried out by exchanging the public keys between these two parties
through an insecure channel, such as the Internet, and applying in each part the operations
corresponding to the ECDH algorithm we obtain on both sides the key that will be used to encrypt
with AES.
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Figure 4. Security scheme

Moreover, the information exchanged between the server and smartphone is digitally signed in
order to verify that the information received is correct and also comes from the entity that is
expected. For this purpose, Elliptic Curve Digital Signature Algorithm (ECDSA) is used. The use
of these two algorithms, provides the system with confidentiality, integrity and authenticity, since
the information travels signed and encrypted. The latter involves maintaining a logical order in
applying these security algorithms. First, the information is signed and then encrypted, which
means that on the other side you first have to decrypt the information and finally verify it before
using it or performing any operation with it.

Finally, in order to avoid possible attacks that NFC technology is exposed [15], NFC
communications between smartphones and Raspberry Pi also apply security methods. In this case,
the information sent from the smartphone to the Raspberry Pi is signed, and then it is verified
before using it. For this purpose, the ECDSA digital signature algorithm is also used.

6. CONCLUSIONS

The proposed access control system improves current systems in cost and functionalities thanks to
the use of Raspberry Pi as a controller in each restricted area. One of the main advantages of this
system compared to those that can be found in stores is the flexibility to add new functionalities
and different forms of identification, as well as different sensors that allow to obtain some kind of
relevant information. Besides, the use of smartphones in each area as a method of identification is
here proposed to replace keys or cards.

Moreover, it is possible to control remote zones in which an Ethernet connection is not available
using a wireless network connection because Raspberry Pi has a wireless network interface.
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Apart from using Android phones, it is also intended to be able to use iPhone as an identification
method, but unfortunately NFC technology is not open to iOS developers.

In the future, cameras connected to the Raspberry Pi will be used to perform video surveillance
and to do motion detection tasks using fuzzy logic.

In addition to identification by using smartphones emulating an NFC card, fingerprint
identification will be added to provide a higher level of security for the most critical areas. In this
way, these two methods will be combined, having to pass both to access the controlled area.

To check the effectiveness of the system, it will be implemented and tested in a real environment.
When it is in operation, tests will be carried out to obtain data on its performance. Attacks will
also be launched to identify weak points in the security of the system and then correct them.
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